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Abstract

Traditional signature-based cybersecurity is reactive and brittle, unable to counter
adaptive Al-driven attacks. We propose a hybrid GNN + MARL framework for real-
time defense: GNNs encode control flow and dependencies, providing rich state
representations for MARL agents that coordinate to detect, contain, and neutralize
threats. An LLM-in-the-loop synthesizes, sandbox-tests, and deploys patches
under MARL guidance. This closed-loop system enables continuous detection,
containment, and autonomous remediation.

1 Introduction

Modern critical infrastructure, spanning finance, energy, healthcare, and defense, depends on vast
software ecosystems that are increasingly targeted by adaptive and Al-driven attacks. As adversaries
evolve toward autonomous, self-morphing exploits, traditional cybersecurity defenses have been
rendered reactive and fragile. These systems, built on static analysis and supervised machine learning,
are locked into a retrospective paradigm. They are effective at detecting known signatures but fail
catastrophically when faced with unseen, zero-day threats or novel adversarial techniques designed
to bypass them. The literature shows that even robust static and dynamic analysis methods have
significant, exploitable trade-offs.

The clear limitations of static defenses demand a paradigm shift, a move from passive detection to
active, adaptive systems that can learn, coordinate, and counter in real time. Reinforcement Learning
(RL) has emerged as the leading candidate for enabling this shift. The autonomous, adaptive nature
of RL is uniquely suited to the dynamic, uncertain, and sequential nature of cyber defense. However,
its strength is not in static parsing, but in high-speed, sequential decision-making. Compelling
quantitative evidence by |Hussain et al.| [2025] shows that RL-based systems can slash incident
response times by 27.3% to 62% compared to traditional rule-based and supervised models.

For the task of parsing and representation, GNNs are the state-of-the-art. Source code is inherently a
graph; GNNGs are specifically designed to model the complex control flow, data flow, and dependency
structures that define a program’s behavior. The research strongly supports hybrid architectures that
combine GNNs for representation and other models for decision-making.

To this end, we propose a hybrid Multi-Agent Reinforcement Learning (MARL) + Graph Neural
Network (GNN) framework for real-time malware detection and adaptive response, augmented by an
LLM-in-the-loop repair system. In our approach, GNNs analyze code repositories to reason about
control flow, dependency structure, and potential infection propagation, providing a rich, high-fidelity
state representation. This state is used by a team of MARL agents, which learn a coordinated
policy to monitor and defend distributed code environments. When a threat is detected, a controller
agent orchestrates the response: isolating compromised modules and invoking an LLM repair agent.
This specialized agent, informed by the forensic data, synthesizes and tests patches in a sandbox
environment before safe deployment.



This closed-loop architecture enables a continuous cycle of detection, containment, and autonomous
remediation. It advances the field of cyber defense from static classification to an adaptive, inter-
pretable, and self-reinforcing intelligence. Our framework thus moves toward a new paradigm of Al
systems that can defend, heal, and evolve in real time against adversarial code.

2 Related Work

Recent advances demonstrate that reinforcement learning (RL) can outperform traditional static
and supervised approaches in adaptive cybersecurity. McFadden et al. [2025]] introduced DRMD ,
a PPO-based framework that unifies classification, active learning, and rejection to remain robust
under concept drift. Similarly, [(Ouazzane et al.| [2024]], Dunsin et al.| [2025] applied Q-learning
to automate post-incident malware forensics, showing that RL agents can autonomously analyze
memory dumps and behavioral traces, achieving rapid and adaptive threat identification. Mavroudis
et al.|[2025] formalized design guidelines for applying RL and multi-agent RL (MARL) in adversarial
security settings, identifying challenges in scalability, coordination, and partial observability relevant
to dynamic code analysis. Similarly, Tsingenopoulos et al.|[2024] explored RL-based adversarial
training within commercial antivirus pipelines, showing that problem-space perturbations can be
leveraged to harden detectors without sacrificing functional correctness. Extending these ideas,
Oprea et al.|[2025] proposed PoolFlip, a MARL environment using Flip-PSRO to train defenders
against evolving attacker populations, yielding generalizable and robust defensive policies through
continuous self-play.

From the offensive perspective, |[Evans et al.|[2018] showed that an RL agent can learn functionality-
preserving transformations of Portable Executable files to evade static malware detectors, a capability
later refined by |[Fang et al.|[2020] with RLAttackNet, which improves detector robustness after
adversarial retraining/Khan et al.|[[2025]] further demonstrated that a D3QN agent can dynamically
select minimal feature subsets for malware classification with near-perfect accuracy, significantly
reducing computational overhead. Complementarily, Islam et al.|[2024] combined PPO with large
language models (LLMs) for automated vulnerability repair, integrating functional correctness and
security as joint optimization objectives.

Our updated literature review has prompted us to refine our original hypothesis toward a more modular,
multi-agent, and hybrid framework. |Singh et al.| [2024] introduced a hierarchical MARL model
for cyber defense that decomposes complex network tasks into coordinated sub-agents, showing
improved scalability and interpretability. This motivates extending our approach beyond a single
RL agent toward multi-agent modularity, where agents specialize in distinct stages of malware
investigation.

Reward function design is a well-recognized challenge in cybersecurity: |O’Connell et al.| [2025]]
empirically shows that sparse rewards foster robust RL defense policies in adversarial settings. In

Table 1: Comparative overview of cybersecurity paradigms and their trade-offs.

Methodology Speed & Scala- Resource Efficacy vs. Zero- Resilience to Evasion  Primary Use Case
bility Cost Day Threats
Static Analysis Very High Low Low Low (vulnerable to First-line, large-scale code
packing/obfuscation) scanning; compliance
Dynamic Analysis Low High High Medium (vulnerable to Deep analysis of high-risk
sandbox detection) files; zero-day discovery
Supervised ML High (Inference), High Very Low High (for known pat- Detecting variants of
High (Training) terns) known malware families
at scale
Reinforcement Medium (Infer- High High High (adaptive nature) ~ Automated incident re-
Learning ence), Very High sponse; dynamic threat
(Training) hunting
MARL High High Very High Very High (coordinated Multi-agent defense coor-
adaptability) dination; red-blue training
Hybrid RL-GNN High High Very High Very High (structural Modular, interpretable
(Ours) generalization) post-incident analysis




our system, this translates to a multi-objective reward function with infrequent but significant feed-
back—penalizing missed threats heavily and discouraging indiscriminate quarantining, optimizing
long-horizon defensive behavior.

Li et al.| [2025] directly addresses drift resilience, demonstrating the effectiveness of domain-adaptive
GNN’s for maintaining robust malware detection amid changing code structures. Integrating such
techniques into our GNN-based classifier further validates our approach to handling concept drift
and data imbalance within evolving repositories. Similarly, Herath et al.|[2025] introduce advances
in explainability with CFGExplainer, demonstrating how interpretable control flow graph features
allow GNN-based systems to highlight the specific code substructures responsible for detection
decisions. This capability is critical for both trust and operational integration, as it enables reviewers
to understand and critically assess automated quarantine and remediation actions.

Landolt et al.|[2025] consolidates these findings by surveying MARL within cybersecurity, advocating
for a decentralized, collaborative, and adaptive defense strategy. Their results support our phased
approach: starting with a single RL agent proof-of-concept, scaling to a modular hierarchy where
coordinated agents can partition, specialize, and interpret complex threats.

Synthesizing these insights, we revise our hypothesis: effective post-incident malware investigation
should leverage a hybrid RL—-GNN architecture within a modular multi-agent system, enabling
dynamic, explainable, and adaptive threat analysis across evolving code repositories. Continuous
adversarial training ensures robustness against emerging and adaptive threats, with architecture
choices directly validated and motivated by the recent literature. We summarize the trade-offs of
these paradigms in Table

3 Proposed Experimental Methodology

3.1 Phase 1: Experimental Architecture & Setup

Our experiment begins by building a "Digital Twin" CI/CD pipeline. This is a closed-loop, simulated
environment, containerized with open-source tools like Docker. It acts as an interactive "Gym"
where Al agents can learn and operate, mirroring the full lifecycle of code changes in a real software
repository. Within this environment, we deploy three core Al components.

Component 1: The GNN State Encoder (The "Eyes'")

This component is responsible for understanding incoming code changes. When a git push event
occurs, the Encoder parses the code diff and transforms it into its fundamental graph structures:
Abstract Syntax Trees (ASTs) to represent grammatical structure, Control Flow Graphs (CFGs) for
execution paths, and Data Flow Graphs (DFGs) to track data dependencies. These graphs are then
fed into a pre-trained GNN model which outputs a fixed-length vector embedding. This embedding
serves as the primary State Representation (S) for the MARL agents.

Component 2: The MARL Defense Swarm (The ''Brain'')

This component orchestrates the defense as a hierarchical Multi-Agent Reinforcement Learning
(MARL) system with two agents. The Observer agent receives the GNN state vector (S) for each code
change and performs rapid threat detection, taking one of three actions: Malicious, Suspicious,
or Benign. It learns via a dense reward system, with heavy penalties for false negatives and smaller
penalties for false positives. Conversely, the Controller agent activates only if the Observer flags
a commit. It uses the GNN state (S) and the Observer’s flag to choose higher-level orchestration
actions: Isolate_Module, Block_Commit, or Invoke_Repair. The Controller is trained with a
sparse, high-impact reward delivered only at the end of successful remediation, encouraging it to
learn robust, long-term strategies.

Component 3: The LLLM Repair Agent (The ""Hands")

This is a non-learning tool invoked when the Controller decides Invoke_Repair. Its process is
sequential. First, it performs Context Assembly by gathering the vulnerable code snippet, GNN
analysis, and forensic data (e.g., malicious API traces from a sandbox execution) to create a detailed
LLM prompt. Second, the LLM generates a candidate patch using this context. Third, this patch



undergoes Sandbox Validation in a new isolated environment. This validation runs two suites: (1)
functional unit tests to ensure existing functionality is preserved and (2) security tests that re-run
the original attack payload to verify effectiveness. Finally, the binary validation result (Pass/Fail)
is reported back to the MARL Controller as its reward, completing the autonomous detection-to-
remediation loop.

3.2 Phase 2: Baselines, Datasets, and Procedure

We benchmark against three baselines: (1) a top-tier Static Application Security Testing tool, (2) a
standalone GNN classifier, representing simple ML detection, and (3) our GNN+MARL framework
without the LLM agent. Experiments use a large dataset of benign code commits and two-part mali-
cious datasets: known Common Vulnerabilities and Exposures (e.g., the EMBER dataset [Anderson
and Roth} [2018]]), and novel adversarial payloads to simulate zero-day threats. We will run 10,000
CI/CD simulations with a 90/10 benign-to-malicious ratio, a standard practice for RL training under
imbalanced cybersecurity data.

3.3 Phase 3: Metrics and Validation

We evaluate detection efficacy using Precision, Recall, F1-Score, and False Positive Rate (FPR).
Response speed is measured by Mean Time to Remediation (MTTR), from commit to fully patched
validation, while autonomous robustness is assessed via Zero-Day Detection Rate and Autonomous
Repair Rate. Our hypothesis is supported if the framework shows statistically significant reductions
in MTTR, superior F1 and Zero-Day Detection scores, and a non-zero Autonomous Repair Rate, all
while maintaining an operationally viable FPR.

4 Limitations of the Proposed Method

Despite its rigor, this design has limitations. The Digital Twin cannot fully capture the stochastic
complexity of real-world, human-driven software development. The 10% malicious event rate,
necessary for RL training, does not reflect true-world imbalances, potentially inflating false positives.
Framework robustness depends on the quality of MARL reward functions; sparse and hierarchical
rewards introduce challenges such as reward hacking and convergence instability. Computational
demands are significant, with GNN embedding, MARL policy execution, and LLM-driven patch
generation creating high latency and interpretability issues. Finally, the autonomous repair loop
assumes comprehensive test suites; insufficient coverage may allow LLM-generated patches to pass
validation while introducing new functional or security vulnerabilities.
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